Internet Etiquette & Digital Responsibility Online Lab Sheet: Cybersecurity & online resposibility
Module Title: Internet Etiquette & Digital Responsibility
Total Duration: 7 Hours (3.5 Guided + 3.5 Independent)
Submission: Students must complete all online lab activities and upload the required files/screenshots to the course platform (e.g., Google Classroom, Teams, or LMS) to receive course completion credit.
Lab 1: Netiquette – Communicating Professionally Online
Duration: 2 Hours (1 Guided + 1 Independent)
Learning Objectives:
- Demonstrate professionalism in academic communication.
- Structure academic emails clearly and respectfully.
- Apply proper tone and language in written online communication.
Tools Used:
Gmail or Microsoft Outlook, Google Docs or Microsoft Word (Online)
Step-by-Step Instructions:
Log in to your institutional email account (Google or Microsoft 365).
Compose a professional email to your lecturer with the subject: 'Request for Assignment Clarification'.
Include the following parts:
   - Subject line
   - Proper greeting (Dear Sir/Madam)
   - Main message (clearly state your request)
   - Closing (Thank you, Regards, Your Name)
Check your grammar and tone using built-in tools or Grammarly.
Copy the email content into Google Docs or Word Online and share it with your lecturer for review.
Submit a screenshot of your drafted email and the shared document link.
Submission Items:
- Screenshot of email draft.
- Shared Google Doc/Word link with email content.
Lab 2: Cybersecurity Awareness – Protecting Digital Identity
Duration: 2 Hours (1 Guided + 1 Independent)
Learning Objectives:
- Identify phishing and social engineering attempts.
- Demonstrate safe password and data protection practices.
- Apply secure login and sharing settings.
Tools Used:
Google Account Security Checkup, Microsoft Account Security Settings
Step-by-Step Instructions:
Go to your Google or Microsoft account settings and open the ‘Security’ tab.
Check for any recent suspicious login attempts or connected devices.
Turn on two-step verification (2FA or MFA).
Update your password if it has not been changed recently.
Visit https://phishingquiz.withgoogle.com/ and complete the short phishing awareness quiz.
Take a screenshot of your completed quiz results and your account security settings page.
Submission Items:
- Screenshot of phishing quiz results.
- Screenshot of account security settings page.
Lab 3: Digital Footprint & Ethical Behaviour on Social Media
Duration: 2 Hours (1 Guided + 1 Independent)
Learning Objectives:
- Understand the impact of online behaviour on reputation.
- Practice ethical online engagement.
- Recognize and avoid misinformation or plagiarism.
Tools Used:
Social Media Account (Facebook, Instagram, X/Twitter, LinkedIn), Google Docs or Microsoft Word (Online)
Step-by-Step Instructions:
Review your current social media accounts (Facebook, Instagram, LinkedIn).
Identify at least three posts or shared contents that could affect your professional image.
Write a short paragraph (in Google Docs or Word Online) explaining why digital footprints matter and how you plan to maintain a positive one.
Include one real-world example of how a digital footprint has impacted someone’s employability.
Share your document link with your lecturer (View permission).
Submission Items:
- Shared Google Doc/Word link with reflection paragraph.
Lab 4: Managing Licensed Accounts Securely
Duration: 1 Hour (0.5 Guided + 0.5 Independent)
Learning Objectives:
- Manage institutional accounts responsibly.
- Review privacy and security settings.
- Prevent unauthorized access and data misuse.
Tools Used:
Microsoft 365 or Google Workspace Account Settings
Step-by-Step Instructions:
Log in to your institutional Microsoft 365 or Google Workspace account.
Access ‘Account Settings’ → ‘Security’ or ‘Privacy’ section.
Check for connected apps or devices and remove any unfamiliar ones.
Enable ‘Sign out of all sessions’ if available.
Take a screenshot of your account privacy settings page.
Submission Items:
- Screenshot of account security settings page showing devices or privacy options.
Final Submission Checklist
Lab 1: Email draft screenshot + shared document link.
Lab 2: Phishing quiz result + account security screenshot.
Lab 3: Social media reflection paragraph link.
Lab 4: Account privacy settings screenshot.
File Name: YourName_InternetEtiquette_LabSubmission.zip
Upload via: Microsoft Teams -> Assignment Tab -> Internet Etiquette Online Lab
