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Module Overview
This module helps students develop responsible and professional digital behaviour.
It emphasizes online communication etiquette, cybersecurity awareness, ethical social media conduct, and the importance of managing institutional accounts securely.

Learning Outcomes
By the end of this module, students will be able to:
1. Apply netiquette and professionalism in online communication.
2. Identify and mitigate common cybersecurity threats.
3. Demonstrate ethical responsibility on social media and institutional platforms.

Student Learning Time (SLT)
	Topics
	Guided (GD)
	Independent (IL)
	Total

	Netiquette: Communicating Professionally Online
	1 hr
	1 hr
	2 hrs

	Cybersecurity Awareness: Protecting Digital Identity
	1 hr
	1 hr
	2 hrs

	Digital Footprint & Ethical Behavior on Social Media
	1 hr
	1 hr
	2 hrs

	Managing Licensed Accounts Securely
	0.5 hr
	0.5 hr
	1 hr

	Total
	3.5 hrs
	3.5 hrs
	7 hrs



Topic 1: Netiquette – Communicating Professionally Online
· Respectful communication in academic settings.
· Email and message tone, clarity, and professionalism.
· Handling disagreements respectfully.
· Academic email structure (subject, greeting, content, closing).
Activity:
Role-playing exercise: write and evaluate professional emails.
Instructor Guidance:
Demonstrate proper tone and structure using sample student emails.

Topic 2: Cybersecurity Awareness – Protecting Digital Identity
· Identifying phishing, malware, and social engineering.
· Creating strong passwords and using MFA (multi-factor authentication).
· Understanding privacy settings and data protection.
· Best practices for safe file sharing.
Activity:
Cybersecurity case study – analyse real-life cyber incidents.
Instructor Guidance:
Show phishing examples and secure login steps.

Topic 3: Digital Footprint & Ethical Behaviour on Social Media
· Understanding online reputation and consequences of posts.
· Practicing ethical content sharing.
· Avoiding plagiarism, misinformation, and cyberbullying.
· Maintaining academic integrity online.
Activity:
Group discussion: how digital footprints affect employability.
Instructor Guidance:
Highlight real-world examples of digital misconduct and consequences.

Topic 4: Managing Licensed Accounts Securely
· Importance of securing M365 and Google Workspace accounts.
· Avoiding unauthorized access and password sharing.
· Regular logout and password updates.
· Respecting data privacy and institutional policies.
Activity:
Students review and secure their institutional account settings.
Instructor Guidance:
Demonstrate how to check recent account activity and connected devices.

Assessment Overview
	Assessment Type
	Description
	Weight (%)

	Online Netiquette Quiz
	Multiple-choice test
	30%

	Cybersecurity Reflection
	Individual written analysis
	40%

	Forum Discussion
	[bookmark: _GoBack]Peer discussion on ethical behaviour
	30%



Reflection
Students commit to maintaining professionalism online and safeguarding digital identities.
Lecturers reinforce continuous application of netiquette and cybersecurity practices in coursework.

